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[bookmark: _c9nsgp8dbedg]Venn’s Blue Border™ DLP Policy Planner
[bookmark: _ge7t0zxga59c]<Company Name>
Use this planner to determine how you'd like to configure Blue Border DLP Policies for your organization. 
	Policy
	Venn Recommendation
	<Company Name> Plan

	Network Policy
	 Set to Restricted to route users’ internet traffic in Blue Border via the Private Company Gateway.
	Restricted
[bookmark: Text1]     

	
	(Optional) If your policy is set to restricted, specify FDQNs to exclude that block secure network connections (e.g., banking, HR, payroll, government services).
	[bookmark: Text2]     

	
	(Optional) If your policy is set to restricted, specify subnets that need Local Network Access (e.g., for local devices like printers or scanners).
	[bookmark: Text3]     

	
	(Optional) If your policy is set to restricted, specify Blue Border restricted subnet access: for subnets that should only be accessible from within Blue Border.
	[bookmark: Text4]     

	Printing Policy

Windows-only
	Depending on your organization’s workflows, choose Restricted to prevent printing from physical printers or Unrestricted to allow printing.
	Choose
[bookmark: Text5]     

	Screen Sharing and Capture Policy

Windows-only 
	[image: ] Set to Restricted to prevent users from sharing, recording, or screenshotting windows open in Blue Border.
	Restricted
[bookmark: Text6]     

	
	[image: ] Check Allow sharing of apps with user acknowledgement to allow users to share with a business reason.
	Yes
[bookmark: Text7]     

	Move and Paste Policy
	[image: ] Set to Restricted to prevent users from copying and pasting or moving data from inside Blue Border to outside.
	Restricted
[bookmark: Text8]     

	Browser Policy
	Identify browser policies you would like to implement for Chrome and Edge based on your unique requirements and workflows. 

We recommend considering the following:
1. Do you currently have any browser policies applied to users that you would like to keep?
2. Which browser extensions do you want to allow? Do you want to block all other extensions?
3. Do you want to allow password saving in the browser?
4. Would you like to disable consumer-focused setup screens in the first-launch experience in Microsoft Edge?
	[bookmark: Text9]     

	Secure Enclave Registry Policy

Windows-only
	Identify registry settings you would like to implement to control or customize specific application behaviors based on your unique requirements and workflows. For example, many customers use this policy to customize Microsoft Office app behavior.

We recommend considering the following:
1. Do you currently have any registry policies applied to users that you would like to keep?
2. Do you want to enforce security settings for any applications, such as automatic updates or password requirements?
3. Are there notifications, prompts, or first-run experiences that you want to disable for any apps in Blue Border?
	[bookmark: Text10]     

	Browser Uploads Policy

Windows-only 
	Depending on your organization’s workflows, choose Restricted to prevent users from uploading files (except to domains specified) or Unrestricted to allow users to upload files to any domain.
	Choose
[bookmark: Text11]     

	
	(Optional) If your policy is set to restricted, allow exceptions by specifying which domains for Allow uploads to these domains.
	[bookmark: Text12]     

	File Storage and Data Control Policy
	Depending on your organization’s workflows, select your users’ File storage assignment(s). Only assign required file storage platforms. If you do not assign any of the file storage options, the only encrypted storage location in Blue Border will be Venn Disk.
	[bookmark: Check1]|_| Workplace Drive (Venn’s proprietary cloud storage solution)
[bookmark: Check2]|_| Google Drive (Only available for Windows)
[bookmark: Check3]|_| OneDrive
· [bookmark: Text14]Tenant ID:      
[bookmark: Check4]|_| Egnyte
[bookmark: Check5]|_| Triofox (recommended if users need secure access to files on a remote server)

[bookmark: Text13]     

	
	Choose your main cloud storage platform as the Default save and download location. If you do not assign any of the file storage options, Venn Disk will be the default location.
	Choose
[bookmark: Text15]     

	
	[image: ] Check Do not allow data to be saved or moved out of Venn to prevent users from saving files to locations outside Blue Border.
	Yes
[bookmark: Text16]     

	Account Access
	Depending on your organization’s workflows, configure account access options.

For each software suite:
· Choose Allow access with specific business accounts if your organization uses that software suite and specify the.
· Choose Don’t allow access if your organization doesn’t use that software suite.
· We do not recommend choosing Allow access with any account unless this is required for your organization’s workflows.
	Google Workspace: Choose
· [bookmark: Text17]Business domain(s):      


Microsoft 365: Choose
· [bookmark: Text18]Tenant ID:      

[bookmark: Text19]     
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