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This sample policy can be adapted to your organization's specific requirements and regulatory needs. 
Disclaimer: This policy is not a substitute for legal advice. If you have legal questions related to this policy, see your lawyer.

[bookmark: _ix3p9xtvmg2v]Bring Your Own Device (BYOD) Policy Agreement
Effective Date: [Date]
Issued by: [Company]
[bookmark: _ri5afgfnsjpp]Purpose
This policy outlines the acceptable use, security requirements, and responsibilities for employees and contractors using personal devices (laptop computers) to access [Company] systems, data, and resources.
By signing this agreement, you acknowledge and accept the terms of this policy as a condition of participating in the BYOD program.
[bookmark: _5faw72uji35q]Eligibility
Employees and contractors may elect to use their own personal devices for work at [Company] only if they:
1. Have received approval from [contact].
2. Ensure the device meets the security requirements outlined below.
[bookmark: _jikpegpsndi8]Security Requirements
To protect company data, the following must be adhered to:
1. Device Requirements:
a. Devices must meet these minimum system and software specifications. 
b. Devices must meet these additional requirements:
· …
2. Device Policies:
a. Devices must pass the following required security compliance checks:
· …
b. It is recommended that devices pass the following recommended security compliance checks:
· …
3. Required Software:
a. In order to keep company data secure, you are required to install, maintain, and use the following company-provided software to ensure secure access:
· Venn’s Blue Border™ software
· …
b. If needed to complete your work requirements, you may be required to install and maintain the following company-provided software:
· …
c. If needed to complete your work requirements, you may be required to have an up-to-date personal license for the following software:
· …
4. Data Access, Storage, and Use:
a. Work-related websites, applications, files, and data must only be accessed via Venn’s Blue Border.
b. All work-related files must be stored in [cloud-storage system].
c. Work-related data must not be downloaded or stored outside of the company’s secure environment.
5. Privacy Protections:
a. [Company] will only monitor work-related activities within the secure environment.
b. Personal data and usage outside the work environment are not accessible or monitored by [Company].
6. Incident Reporting:
a. Loss, theft, or unauthorized access to the device must be reported immediately to [contact].
b. If you notice any suspicious activity or suspect that your device has been compromised, report it immediately to [contact].
c. You must cooperate with [Company]  to secure or remotely wipe company data if necessary.
[bookmark: _3yh1aeh1lbu2]Acceptable Use
· Personal devices may not be used to access, store, or share sensitive company data outside approved applications.
· Use of personal devices for work must comply with [Company]’s Acceptable Use Policy, including adherence to all applicable laws and regulations.
[bookmark: _yh80a9uxavfv]Responsibilities
By participating in the BYOD program, you agree to:
· Maintain the security and functionality of your personal device.
· Allow [Company] to perform security checks and updates to the company’s Secure Enclave or other required software.
[bookmark: _3nrw0jgzzozt]Termination of Participation
If your employment or contract ends, or if you opt out of the BYOD program:
· Ensure that all company data is returned and removed from your device.
· All access to company systems will be terminated immediately.
· [Company] reserves the right to remotely remove all work-related data from your device.
[bookmark: _emeup2pu5nxc]Acknowledgment and Agreement
I have read and understood the terms of the BYOD Policy and agree to comply with all requirements. I understand that failure to adhere to this policy may result in disciplinary action, including termination of my participation in the BYOD program or employment/contract.
Signature: ____________________________
Name: _______________________________
Date: _______________________________
Manager’s Approval: ___________________
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